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The Next Generation of
Commerce: Are you ready?
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E-Commerce Before and After COVID-19
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The global pandemic re-charted the foreseeable path for retail online commerce

Sources and graphs: Digital Commerce 360; Global X ETFs; US Census Bureau – Monthly Retail Trade, 4Q 2020 E-Commerce Report

Actual E-Commerce as % of Total Retail Sales (as released 
per US Census Bureau) for 2020:

Q1 11.8%

Q2 16.1%

Q3 14.2%

Q4 14.0%

After a sharp initial spike, online 
retail sales have 

outperformed expectations

Why?

%

Total Retail E-Commerce

Year-on-Year Growth
Total US Retail vs. E-Commerce Sales

US E-Commerce Penetration*
Pre-COVID 19 vs. Post-COVID 19

* Forecasted figures based on confirmed 1H 2020 confirmed sales
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Analog

The First 
Revolution

Introduction of 

the payment card

Electronic

The Second 
Revolution

Magnetic and 

chip cards

Digital

The Third 
Revolution

Tokenization and 

enhanced data

Near future

The Fourth 
Revolution

Emerging technologies 

(Quantum Computing, 

AI, IOT, Biometrics)

The fourth payments revolution

Ilustrative
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The evolving nature of fraud
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The First Revolution
Dumpster diving

The Second Revolution
Stolen & counterfeit cards

The Third Revolution
Mass data breaches

The Fourth Revolution
Emerging threat vectors

Ilustrative
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Who are the Targets?

Hackers and Fraudsters target specific industries and victims
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The Challenge for
The Merchant
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Attackers Quickly Turn Incidents into 
Breaches
Minutes Hours Days Weeks Months

Breach 
Detected

Breach 
Detected

3rd Party
Detection

compromised in 
MINUTES82% of exfiltration 

occurred in DAYS99% discovered in 
MONTHS64%

Spear Phishing
Attack

Malware
Installed

Initial 
compromise

Communicate to
External Server

(C2)

Breach

Lateral
Movement

Discover
Critical Assets

Data
Exfiltration
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Cybercrime Pandemic
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Cybercrime Pandemic
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Key Risks
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Digital transformations tend to affect nearly every facet of a business: strategy, ops, tech, process and people

6 key risk areas to consider for E-Commerce businesses

1

Cybersecurity
Financial losses, disruption, or reputational damage as a 
consequence of unauthorized access or attacks on information 
technology systems (hardware, software, networks) 

Principal

Risks

6

Reputational
Losses resulting from declining customer confidence.  May 
result if business practices are perceived to be inadequate, 

dishonest, or incompetent.

2
Payments
Risks across various payment elements (customer 
onboarding, checkout flow, authorization, 
recurring payments, refunds, disputes, third party 
management, etc.)

5
Legal

Expenses, losses, or business disruption as a 
consequence of legal dispute(s).  May result from 

new regulations, lack of familiarity or preparation. 

3
Operations & Technology
Failures in process, planning, and practices may lead to 
financial, time, or reputational impact – and in some cases 
disruption of business continuity.

4
Brand & Regulatory Compliance

Violating brand rules or regulations can result in penalties, 
audits, or termination.  Often related to deficient operational 

practices.

* GM Sectec offers support in these areas

* *

*

*
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Immediate Actions
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Short-term activities for E-Commerce merchants

Ensure PCI compliance and 
regular third-party reviews

Evaluate data from multiple 
sources to better recognize 
and block unusual customer 

payment behavior

Make sure customers know 
what they are paying for at 
checkout and in the future
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Immediate Actions
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Short-term goals for E-Commerce merchants

Cyber

Security

Achieve PCI compliance; Require complex passwords and two-factor user authentication; 
Review data encryption practices; Ensure solid data breach response plan

Ops & 
Tech

Review existing solution providers’ capabilities to support post-pandemic business plans; 
Deliver consistent experiences across the customer journey (all channels and touch points)

Brand & Reg. 
Compliance

Make sure customers know what they are 
paying (at time of checkout and in the 

future); Comply with consumer privacy and 
data protection regulations

Payments

Understand disputes, chargebacks, and 
authorizations; Evaluate acceptance of 

expanded online payment options
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